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Virtualisation is a very common approach in data centers, but for monitoring purposes it is somehow not 
so easy, because the network communication within the hyper visor is not transported over the physical 
NIC in the server, it is transported over the virtual switch. Thus, there is no access to this tra�c.

It is common to use virtual taps to solve this 
issue. But this virtual taps could not send out the 
tra�c straight, they use in most cases a GRE 
Tunnel.

GRE is a L2 transparent tunnel.

The original IP tra�c will be encapsulated with a 
new IP header and the GRE header. This tra�c 
can then pass the virtual and in some cases a 
hardware switch to reach the monitoring device. 
But this tra�c could not directly use for 
monitoring, it �rst must be de encapsulated.

This can be done  in an easy way with the 
Packetmaster, even the smallest unit the EX2 
supports GRE de encapsulation at line rate.

After de encapsulation the tra�c looks like the 
original and can be �ltered and forwarded to the 
monitoring device.

Original Payload

GRE PayloadTunnel IP header GRE header

Original IP Header VM Virtual switch 

Hardware switch

GRE Tunnel

Encapsulated monitroing tra�c

De encapsulated monitroing tra�c

Virtual TAP 

Packetmaster EX210/100/1000 Mbit

1/10 Gbit

Man/Con

SYS
RUN
ALM
PWR

RST

CUBRO

Before GRE de encapsulation

After GRE de encapsulation

Highlights 

 GRE receiver and originator

 Hardware de encapsulation

 line rate up to 40 Gbit

 multiple GRE streams per unit

 easy to con�gure

 afterwards �ltering possible

 standard feature 
        (no extra charge)

  

Supported BY:

Packetmaster

EX2, EX 5-2, EX 12, EX 32

EX 20400, EX 48400


